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I'napa 1. TEPMUHBI, OIPEAEJIEHUS, OGO3HAYEHHUSA U

COKPAIIEHMSI
NHdopmanmronHas 3ammra HHGOpPMAIMK OT Yyrpo3, CBA3aHHBIX C ee
6e30MmacHOCTb: KOH(QUIEHIINATEHOCTHIO, L[€JIOCTHOCTBIO U
JOCTYITHOCTBIO.
CyOBeKThI Y4acTHUKM IPOLIECCOB, CBA3aHHBIX C HCIIOJIL30BaHUEM,
HH()OPMALMOHHEIX 00paboTko W 3ammToil WMHpOpPMALUM, BKIIOYas
OTHOIIEHUH: COTPYAHMKOB, KOHTPareHTOB U CTOPOHHHE OpraHU3al[iy.

OOBEKTHI 3aLUTHI;

HMudopMallioHHBIe  aKTHBBI, CHUCTEMEI,
IIOMEIIEHHS], YCTPOUCTBA U HOCUTENH JaHHBIX.

MMpoUeCChI,

IlepconanbHbIe
JaHHbIE:

bu3nYeCKnX
JUYIHOCTD

Cenenus 0
UIACHTUDULIUPYIOT
OTIPEIENTUTb.

JUax, KOTOpPBIC
HJIK  TIO3BOIAKOT €€

Kommepueckas Taiina:

CeelleHnss OrpaHHYEHHOTO pPaclpOCTpPaHEHUs, HOCTYN K
KOTOPHIM DPErIaMEHTHPOBaH BHYTPEHHUMH I[PaBHIIAMU
KOMIIaHUH.

Yrpo3sl BHemHue u BHyTpeHHHE (HaKTOPBI, KOTOPHIE MOTYT
UHOOPMALMOHHOM HaHECTH yuiepd HHGOPMAIIMK UK €€ HOCUTEIISIM.
0e30I1acHOCTH:

OpraHu3alvoHHBIE, MPaBOBBIE, TEXHOJIOTUYECKHE WU
Mepsl  obecnedenus

¢Quspueckue  Mepbl, HalpaBieHHbIE HAa  3aIUUTY
0e30macHOCTH:

uHbOpMaIUH.

I'naBa 3. O0uiue moJioKeHust

3.1 Hacrosumii nokymeHr - [lonuTtrka nHbopManuonHoi 6e3omacHoct AQO
«CTIK Akto6e» (nanee - ITonutrka) sBIseTCS JOKYMEHTOM, ONPEAESIONIIM
TIPHOPHUTETHI ¥ NIPUHLUIBI 0OecriedeH s] HHHOPMAILHOHHOM GE30IIaCHOCTH B
YCTIOBUSX HAJIMYMS YyIpo3, XapaKTePHBIX U CYIIECTBEHHBIX Ul CUCTEM H

MH(GOPMALIMOHHBIX
AkTo06e»).

akTuBoB AQO «CIIK-AkTo6e» (mamee - AO «CIIK-

3.2 Hacrosmas ITonutuka pa3pabotana B COOTBETCTBHM C 3aKOHOAATEIHCTBOM
Pecny6nuku Kazaxcran B cdepe MHOOpMaIMOHHON 6e30MacHOCTH, cepHei
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MEeXIyHapOAHBIX CTAHAAPTOB 10 HHPpOpMaIMOoHHO# 6e3omacHoctu ISO/IEC

27000, COBIT, ITIL, coBpeMeHHBIM COCTOSHHEM H OJIKANIIUMHU

MEepCIeKTUBaMH pa3sBUTHS WH(OPMAIMOHHOM HHDpacTpykTypsl O6ILecTBa,

a TakkKe BO3MOXHOCTM COBPEMEHHBIX OpraHM3allMOHHO-TEXHHUECKUX

METOOB 3aLIUTH HHPOPMALIMH.
3.3 IlonwTuka ompezesseT CUCTEMY B3IISJOB Ha oOecredeHue 6e30macHOCTH
MH(QOpPMAIMH U MPEICTaBIsAeT CO60M CHCTEMATH3UPOBAHHOE H3JIOKEHHUE LeTIei
H 337124 3alIUTHI, IPABHUII, IPOLEAYD, IPAKTUYECKUX NPHEMOB M PyKOBOASAIIMX
INPUHLHUIIOB B 00JacTH WHGOPMAIMOHHON G€30MacHOCTH, a TaK)Ke OCHOBHBIX
OPUHIUIIOB ~ IIOCTPOEHUs,  OPraHU3aIllMOHHBIX,  TEXHOJOTMYECKHX U
IpOLeTyPHBIX acleKTOB obecnedeHus 6e3onacHoCT HHpopMaiyu B Ob1iecTse.
3.4 TlonmuTHKa yYHTHIBAET COBPEMEHHOE COCTOSHME U  Oirbkaiive
NepCIIEKTUBBI Pa3sBUTHUS MHPOPMAIMOHHEIX TexHomorui B O6ImecTBe, meny,
3a/la4y U [IPaBOBbIE OCHOBBI UX JKCILTyaTalluU, PEXXUMBI GYHKIIMOHUPOBAHHS, A
TaKXKe COINCPXKUT aHalu3 yrpo3 Oe30macHOCTH Ui OOBEKTOB U CYOBEKTOB
HH(OPMaLlMOHHKIX OTHOMmEeHuH O61ecTBa.
3.5 IlonuThKa OXBaTHIBAET BCE MH(POPMALMOHHBIE CHCTEMBI M JOKYMEHTHI,
BJIA/ICJIbLIEM M II0JIb30BaTeleM KOTOpbiXx sBisgeTcs O6miectBa. ObecrieueHue
MH(GOPMAMOHHOH 6e30IIaCHOCTH - HEOOXOAMMOE YCJIOBHE Ul YCIELIHOrO
ocyuiecTBiieHUs aesTenbHocTH O6mectBa. MHopMalus sBiaseTcs OgHUM U3
BaOXHEHUINX akTHBOB O0IecTBa.
3.6 IlonuTHKa ABISETCS METOLOJIOTHYECKOM OCHOBOM IS

1. dopmupoBaHHS W TPOBENEHHMS €OMHOM TIONUTHKH B 0OJIACTH

obecnedeHus nHGoOpMaUOHHOM GezonacHocTH B OOIIIECTBe;

2. TpHWHATHS YNpPaBIeHYECKUX pEIIeHUH W pa3pabOTKM IPaKTUYECKHX
MEp IO BOIUIOLIEHHIO MOJUTUKH WHGOPMALMOHHOM 6e30macHOCTH |
BHIDAOOTKM KOMILJIEKCA COIVIACOBAHHBIX Mep, HAalpaBlICHHBIX Ha
BBISIBIICHHE, OTP@KEHHWE M JIMKBUAAIMIO MOCIEACTBUN peanu3alyu
pa3IMYHBIX BUIOB Yyrpo3 0€e30nacHOCTH HHPOPMAIIKY;

3. KOOpIWHALMH JEATeTbHOCTH CTPYKTYPHBIX moppaszaeneHuii OGiiecTsa
NpU NPOBEAEHHWHM pPabOT IO CO3JAaHHIO, PA3BUTHIO M JKCILIyaTalHu
MHQOPMALMOHHBIX TEXHOJOTHH ¢ CcobNroaeHneM TpeGoBaHMI IO
obecnedyeHnI0 HHPOPMAIIMOHHOM 6€30MacHOCTY;

4. pa3paboTKu NpeaoXEHHH 10 COBEPIIEHCTBOBAHUIO IPABOBOTO,
HOPMAaTHUBHOTO,
TEXHUYECKOT0 M OPraHU3alMOHHOTro obecrneueHus HH(GOPMALMOHHOA

6e3onacHocTy B O0uecTBe.

3.7 Hcnonb3oBanue naHHO# ITONUTHKH B KaueCTBE OCHOBBI ISl TOCTPOEHHUS
KOMILIEKCHOM CHCTEMBI HHPOpMaIMOHHOH Oe3onacHocTr O6IIecTBa MO3BOJIHUT
ONTHMHU3UPOBATH 3aTPaThl HAa €€ MMOCTPOEHHE.



3.8  Ilpu paspaboTke IToMUTUKY yIUTHIBAIHCH OCHOBHEIE IPUHIIUITBI CO3IAHHS
KOMIUIEKCHBIX ~ CHCTeM  oOecrmedeHus  Oe3omacHOCTH  MHGpOpMAalMy,
XapaKTepUCTHKH M BO3MOXXHOCTH OPraHU3AIMOHHO-TEXHHUYECKUX METOAOB H
COBPEMEHHBIX aNNapaTHO- MPOrPaMMHBIX CPEJCTB 3alUThI U IPOTUBOAEHCTBHUS
yrpo3amM 6e30nacHOCTH HHGOPMAILHH.

3.9 OcHoBHble moNOXeHUsS [loNMUTHKM 6a3sUpyIOTCS Ha KadeCTBEHHOM
OCMBICJICHUH BOIPOCOB MH(pOPMaLMOHHONW 0€30MacHOCTH W HE 3aTParuBaioT
BOIIPOCOB ~ 9KOHOMHYECKOrO  (KOJIMYECTBEHHOTO) aHalW3a pUCKOB U
00OCHOBaHMsI HEOOXOIMMBIX 3aTPAT Ha 3aIMUTY HHPOPMALIUH.

3. 10 [Tonoxenus IlonmuTvku oOs3aTeNbHBl A8 WCIOIHEHUS BCEMH
paborhHukamu O6mecTsa. TpeGoBanus [TonUTHKH TaKke PacpOCTPAHIIOTCS Ha
Apyrue OpraHu3alud U YyYPEeXKAEHHMs, B3aHMOJEHCTBHE C KOTOPBIMH CBSI3aHO C
BOIIPOCaMU MH(OPMALIMOHHBIX pecypcoB ObLecTBa.

I'masa 4. [IpuHOMNBI IOCTPOEHHUS CHCTEMBI
uHdopManMoHHO# 6e3omacHocTn O0mecTBAa.

ITocTpoenne cucrembl obecriedeHus: Ge3omacHocTH  HH(OpPMALHH
OO61ecTBa 1 ee QyHKIIMOHUPOBAHKE JODKHBI OCYIIECTBIATHCS B COOTBETCTBHU
CO CJIEIYIOIIMMH OCHOBHBIMH IPUHLIAIIAMHU:

4.1 3aKOHHOCTb.

Ilpenmonaraer oCyliecTBI€HHE 3aIUUTHBIX MEPONpPHUSTHNH M pa3paboTKy
CHCTeMBI HMHGOpPMALMOHHOW Oe3omacHocTy O6IIeCTBa B COOTBETCTBHH C
ACHCTBYIOIIMM 3aKOHOJATENBCTBOM B 001acTH HHGOpMaIuK, HHPOPMATH3AIUH
¥ 3aLMTHl KHPOPMAIINH, a TAKXKE IPYTUX HOPMaTUBHBIX aKTOB IO 6€301aCHOCTH
MHQOPMalMK, YTBEpPXKIEHHBIX OpPraHaMM TOCYJapCTBEHHOH BIAacTH W
YIOPpaBJeHHS B MpefeNiax X KOMIIETeHLIUH, C TPUMEHEHHEM BCEX JI03BOJICHHBIX
METOZIOB OOHapy>XeHHMsl M TIIpecedeHHs IpaBOHApyIIeHWHd mnpu paboTe c
UHpOpMaLueii.

Bce nonb3oBatenu nHbopMaroHHOM crcTeMbl OOILIECTBA JOMKHBI UMETH
NpelncTaBieHe 00 OTBETCTBEHHOCTH 3a IMIPAaBOHApyIIEHHMs B 00JIacTH
uHbOpMaIH.

Peanuzanys [naHHOrO TNpHHIMNA HeoOXOAWMa AJ8 3aIUTHl UMEHH W
penyrauuu OO1ecTBa.

4.2 CHUCTEeMHOCTb.

CuCTeMHBIA MOAXOJ K TIOCTPOCHHIO CHCTEMBI 3alIUTHl HHGOPMAIMH B
OO1wecTBe npeanonaraeT y4er BCex B3aWMOCBSI3aHHBIX, B3aUMOIEHCTBYIOIIHX 1
M3MEHSIOIIMXCS BO BDEMEHHU 3JIEMEHTOB, YCIOBUI U (DaKTOPOB, 3HAYMMBIX IS
NIOHMMaHUs M pelleHds MpoOjeMbl obecneyeHHss HWHPOPMALMOHHON
6e3onacHoctu O6IIIECTBA.

Ilpy cosmanuy cUCTEMBl 3alUTHI JOJDKHBI YYMTHIBATHCS Bce ciabble H
HauboJjiee ys3BUMBIE MecTa HH(OPMAIMOHHOM crcTeMbl OOILIECTBA, a TaKKe
XapaKTep, BO3MOXKHbI€ OOBEKTHl M HANpaBJEeHHs arak Ha HEe CO CTOPOHBI
HapyimTeneid (0COOGEHHO BBICOKOKBAIM(UIUPOBAHHBIX 3J0yMBIIIEHHHKOB),



IMyTH MPOHMKHOBEHMS B PaclpeleIeHHbIE CUCTEMBl U HECAHKIIHOHHPOBAHHOIO
nocryna K uH(GopManuu. CucTeMa 3aIlUTHl AODKHA CTPOUTHCS C y4ETOM He
TOJIBKO BCEX M3BECTHBIX KaHAJIOB NIPOHUKHOBEHUS M HECAHKIHOHMPOBAHHOIO
JocTyna K HHQOpMallMd, HO M C YYETOM BO3MOXXHOCTH IOSBJICHUS
NPUHLMIIMATIBHO HOBBIX ITyTeH pealn3aliy yrpo3 6€30macHOCTH.

4.3 KOMILIEKCHOCTb.

KoMrieKcHOe MCTI0Ib30BaHHE METOIOB U CPE/ICTB 3aIUTEl KOMITBFOTEPHBIX
CHCTEM IpeArnosaraeT CorliacoBaHHOE NMPUMEHEHUE Pa3HOPOIHBIX CPEJICTB MPH
MOCTPOCHHH LIEJIOCTHOM CHCTEMBI 3aILUTHI, IEpEKPhIBAIOIIel BCE CYIIECTBEHHEIE
(3Ha4yMMBble) KaHAJBl peaji3allii Yrpo3 W HE cojepxalieidl ciaabbIX MecT Ha
CTBIKax OTHACNBHBIX €€ KOMIIOHEHTOB. 3allliTa JOJDKHA CTPOMTHCH
SILIEJIOHMPOBaHO. BHeIHss 3amura HoMmKHA 00ecrevYuBaThCs (U3MYECKUMH
CpeACTBaMM, OPraHM3allUOHHBIMH U IPaBOBBIMU MEPAMHU.

4.4 HenpepbIBHOCTD.

Obecnevenne MH(GOpPMaITHOHHOM Oe3omacHOCTH - npoliecc,
ocyuiecTBisieMbli PykoBoactBom OOmiectBa, MoapasfelieHUs MU  3aILUATHI
vHGOopMa¥y ¥ pabOTHHKAMHU BCeX YPOBHEH. DTO MPOLECC, KOTOPhIHA JOKeH
IIOCTOSIHHO HATH Ha BCEX YPOBHAX BHyTpu OOIecTBa, W KaxIplii paGOTHHK
Ob1ecTBa 0KEH NMPUHUMATH ydacTHe B 3TOM mpoiecce. JIeSsTenbHOCTh Mo
obecnieyeHnI0 MHGOPMAIIMOHHON 0€30IacCHOCTH SIBJISETCS COCTABHOM YacThIO
noBCeAHEBHOM nesaTenpHOCTH OOmectBa. U ee 3 (HeKTHBHOCTH 3aBHCHUT OT
ydactusi Bcex paborHukoB OOmectBa B obecreveHur HH(GOPMAIMOHHOMN
6e301acHOCTH.

Kpome Toro, 60NbIMHCTBY DH3UYECKHX U TEXHHYECKUX CPEACTB 3aIlUThI
I 3GGEKTUBHOTO BBINONHEHHS CBOMX (QYHKLUMI HEOOXOAMMAa IOCTOSHHAS
OpraHu3alioHHas (aAMMHHCTPATUBHAsI) MMOJJepXkKKa (CBOEBpEMEHHAas CMeHa U
obecrneyeHre NPaBUIBHOIO XPAHEHUs M MPUMEHEHUS UMEH, Mapoiei, KIouel
WK (pOBaHuUs, MepeonpeneeHue MOJHOMOYHM U T.I.). IlepephiBel B pabore
CPEICTB 3alUTHl MOT'YT OBITh HCTIOJIB30BaHbI 3JI0YMBILIIIEHHUKAMH [JI aHAIHU3a
NPUMEHSEMBIX METONOB M CPEACTB 3allUTHI, ISl BHEIPEHHS CIIELHAIbHBIX
NPOTrpaMMHBIX M alllapaTHBIX «3aKJIafoK» M IPYTHUX CPEICTB IPEOJOJIECHHs
3aLUTHI.

4.5 CBOeBpeMEeHHOCTb.

IIpennonaraer  ympesxnaroIiuii XapakTep Mep obecrneyeHus
MH(POPMaLIMOHHON 0€30MacHOCTH, TO €CTh IIOCTAHOBKY 3aay 10 KOMILIEKCHOM
3alMTe MHOOPMalMM U peanu3aldio Mep obecreuyeHns 6e30MacHOCTH
MHGOpPMallM¥ Ha PaHHUX CTagusix pa3paboTK¥ MHPOPMALMOHHBIX CHUCTEM B
LeJIOM M MX CHUCTEM 3alIMThl HH(OpPMAILUHY, B YacTHOCTH. Pa3paboTka cucTeMsbl
3alMThl JIOJDKHA BECTHCh IApaJlIeNIbHO C pa3paboTKONW M pa3BUTHUEM CaMOM
3aIIMIIaeMO HHOOPMAIMOHHONW CHCTEMBI. DTO IO3BOJUT y4ecTh TpeGOBaHUS
0€30macHOCTH TNpHU MPOEKTHPOBAaHWM W, B KOHEYHOM CYeTe, cO3JaTh Oolee
> pexTrBHBIE (KaK IO 3aTpaTaM peCypCcoB, TaK U IO CTOMKOCTH) CHCTEMBI,
obnazfarolye J0CTaTOYHBIM YPOBHEM 3allMIIIEHHOCTH.

4.6 IlpeeMCTBEHHOCTb ¥ HETIPEPHIBHOCTEH COBEPLIEHCTBOBAHMSI.



IIpeanonaraer NOCTOSIHHOE COBEPILIEHCTBOBAHUE MEP U CPEICTB 3aIUTHI
UHPOpMaLlMK Ha OCHOBE NMPEEMCTBEHHOCTH OPraHM3allMOHHBIX U TEXHUYECKHX
pelIeHnH, KaIpOBOro COCTaBa, aHalIn3a QyHKIMOHUPOBAaHUA HHPOPMAIIHOHHOM
cucreMsl O6ILECTBa U CUCTEMBI €€ 3alllUThl C Y4ETOM M3MEHEHHH B METONaX U
CpelcTBax IepexBaTa MHQOpMalM, HOPMATHBHBIX TPeOOBaHMU I10 3alUTE,
OTE4YECTBEHHOI0 U 3apy0Oe’kXHOTro OIbITa B 3TOM 00J1aCTH.

4.7 Pa3zymHas IOCTaTOYHOCTH (SKOHOMHUYECKas LIENIECO0OPa3HOCTS).

IIpenmonaraeT COOTBETCTBHME YPOBHS 3aTpaT Ha  o0ecledeHue
Oe3omacHOCTH MH(MOPMALIMOHHBIX PECYpPCOB M BEJIMYHMHE BO3MOXHOIO yiepoa
OT UX pasrJlalleHus], yTpaThl, yTEUKH, YHUUTOXXEHHS M HCKAKEHMS.

4.8 IlepcoHanbHasi OTBETCTBEHHOCTb.

IIpennonaraer  BO3JOXXEHHE  OTBETCTBEHHOCTH 3a  obecreveHue
MHGOPMaIMOHHOH O€30IIaCHOCTH M CHCTEMBI €€ 00pabOTKH Ha KaXKIoro
paboTHHUKA B IpeJeax ero MOJHOMOYHiA. B COOTBETCTBHM C 3TUM IPUHLIUAIIOM
pacrpezieNieHde IIpaB U 00513aHHOCTEH pabOTHUKOB CTPOMTCS TaKUM 00paszoMm,
4TOOBI B ClIydae J1000ro HapyIeH:s KpyT BAHOBHUKOB OBLIT YETKO U3BECTEH UITH
CBEJIEH K MUHUMYMY.

4.9 MuHMMH3aLHMs TOJTHOMOYHH.

Osnauaet mpegocTaBiIeHNE [10J530BaTEISIM MUHUMAJIBHBIX NIPaB IOCTYIIA B
COOTBETCTBUH CO CIy)XeOHOH Heobxomumocteio. Jloctyn k wuHbOpManuu
JOJIKEH MPENOCTaBIIATHCS TOIBKO B TOM Cliy4dae U 00beMe, €CJIM 3TO HEOOXOIMMO
pabOTHUKY [UIs BHIMIOJIHEHUS €ro JODKHOCTHBIX 00S3aHHOCTE.

4.10 HckmroueHre KOHGIMKTa HHTEPECOB.

OddexTuBHas cucteMa obecrievyeHHss WHG)OPMALMOHHONW 6e30I1acHOCTH
IIpearnojaraeT 4eTKoe paszejieHue O0s3aHHOCTeW paOOTHHKOB M HCKIIIOUYEHHE
CUTyalluH, KOTAa cdepa OTBETCTBEHHOCTH PabOTHHUKOB JOIMYCKAeT KOHQIUKT
uHTepecoB. Cdeppl NOTEHIMATBHBIX KOHGIMKTOB [OJDKHBI BEISBIATHCH,
MHHMMH3UPOBATLCS, W HAXOAWTCS IOJA CTPOIMM HE3aBUCHMBIM KOHTPOJIEM.
Peanu3anus maHHOro NpHHLMINA NpeAroyaraeT, 4TO HU OJWH pPabOTHHK He
JOJDKEH MMETh TIOJTHOMOYMM, MO3BOJSIOLUX €My €IHHOJMYHO OCYIIECTBIISATH
BBINIOJIHEHHE KPUTHYHBIX onepanuii. Hanenenue paOOTHUKOB IOJHOMOYHSMH,
HIOPOXXIAAIOLIMMU KOHQIIMKT UHTEPECOB, Ia€T EMY BO3MOXKHOCTD ITIOATACOBLIBATh
MHGOPMAIMIO B KOPBICTHBIX LENSX WIH C TE€M, YTOOBI CKPBITh NPOOJIEMBI UIH
NIOHECEHHBIE YOBITKH. [l CHIKEHMS pricKa MaHHITYJIMPOBaHUS WHbOpMaIUen
U PDHCKa XUUIEHUsS, TaKUe MOJHOMOYHUS AOJKHBI B MaKCHMaJbHO BO3MOXKHOM
cTereHd OBITh  pa3fieNeHbl MeXAy pa3d4HbIMA pabOTHUKAMHU MM
noapaszaenenusmu OobiiecTsa.

4.11 B3aumopeiicTBUE U COTPYAHUYECTBO.

IIpeanonaraer cosgaHue ONaronpusATHOW aTMOC(epsl B CTPYKTYPHBIX
noapasfenenusx OOmectBa. B Takoii 006cTaHOBKE pPaOOTHHKM IOJDKHBI
OCO3HAaHHO COOJIOAATh YCTAHOBJIEHHBIE IPaBHUIa M OKa3bIBaTh COIEWCTBHUE
JESATENBHOCTH MOAPa3ieNeHUHN 3alIUTh HHHOPMAIIHH.

BaxxuelM 3neMeHTOM 3 (eKTUBHON cucTeMbl obecriedeHust HHPOPMALMOHHOM
6esonacHocTH B OOIIECTBE SBISETCS BBICOKAs KyJIbTypa paboThl ¢ MHpOpMAaIHeE.



PyxoBoacTBo OOmmiecTBa HeCeT OTBETCTBEHHOCTh 3a CTPOroe COONIOfEHUE
3THYECKUX HOPM M CTaHAAPTOB NPOQPECCHOHATBHOMN IEATENLHOCTH, 32 CO31aHUE
KOPIIOPaTUBHOM KYJIbTYpbI, OAYEPKHUBAIOLIEH U IeMOHCTPUPYIOLIEH EpCOHAITY
Ha BCEX YPOBHAX BaXHOCTh oOecredyeHHss HHPOPMALMOHHON 6e30MacHOCTH
Ob6wectBa. Bee pabotHrky OfIuecTBa HOMKHBI IOHUMATh CBOKO POJIb B IPOLIECCE
obecrieueHuss MHPOPMALMOHHON 6e30MaCHOCTH W MPUHHUMATh Y4acTHE B 3TOM
IpoLEecce.

4.12 T'UOKOCTH CUCTEMBI 3aIIUTHI.

Cucrema obecniedyeHuss WH()OPMAIMOHHOM OE30IMACHOCTH JOMKHA OBITH
CIIOCOOHAa pearupoBaTh Ha U3MEHEHMs BHEIUHEH cpensl U YCIOBHiA
ocymectBieHuss AO «CIIK-AkToGe» cBoeli AedTenbHOCTH. B 4Hciao Takux
U3MEHEHUM BXOIMAT:

4.13 V3MeHeHUs 3aKOHOJATENbCTBA, PETYJIHUPYIOIIETO OTHOLIEHHsS B chepe

MH(OpMaLlMOHHOW 0€30I1aCHOCTH;

4.14. u3MeHeHMs OpraHU3alMOHHON U IITaTHOM CTPYKTYphl OOIIECTBa;

4.15 xoprnopaTHBHas PeCTPYKTypH3alUsl, PACIIMPEHHUS, CIIUSIHHUS U IOTIIOLICHUSL,
4.16 W3MeHeHHUe CYIIECTBYIOIIUX WX BHEPEHUE IPUHIIUIIMATBHO HOBBIX

UH(POPMAIIMOHHBIX CHCTEM;

4.17 HOBBIE TEXHUYECKHE CPE/ICTBA,;

4.18 HOBBIE BUIBI IESTENBHOCTH, HOBBIE YCIIYTH, IIPOLYKTHI.

CpoiicTBO THOKOCTH U30aBNIsSET B TaKUX CUTyallUsX OT HEOOXOIMMOCTH
NPUHATHS KapJAWHAJIBHBIX MEp IO MOJHOW 3aMeHe CPEJICTB ¥ METOJOB 3alLATHI
Ha HOBBIE, 4YTO OOecreuyuBaeT SKOHOMHYECKYIO 3(P(EKTHBHOCTH CHCTEMBI
obecrnieyeHust HHHOPMAIHOHHOM 6€30I1aCHOCTH.

4.19 Crneuumanuzauus u npodeccuoHaIn3M.

Peanuszauus aIMUHHUCTPUPYIOIIMX Mep M O3KCIUTyaTalldsl CPEACTB 3allUThI
JOJDKHA OCYLIECTBISATHCS npodecCHOHATIEHO IOATOTOBJIEHHBIMHU
cnenmanucramMd ObmectBa (pabotHukoM OOIECTBa, HMEIOIIMM CHELUATBHOE
npoduisHOe oOpazoBaHMe B chepe 3aumurthl wHGOpMauuu). JlomyckaeTcs
IIPUBJIEYEHHE K paspaboTKe CPEACTB U pealH3allii Mep 3alliThl HHPOpMALHH
CIELMAM3UPOBAHHBIX  OpraHM3alliii  WIM  CHEeNMalMCTOB, Hauboee
IIOATOTOBJIEHHBIX K KOHKPETHOMY BHJY JEATEILHOCTH 110 OOECIEYEeHHIO
6e30macHOCTH MH(OPMAIIMOHHBIX PECYPCOB M UMEIOIIUX OINBIT NPaKTHYECKOI
paboTHI.

4.20 TIpocroTa nEpBUYHBIX IIPUEMOB 3aILUTHI )11 PAOOTHHKOB.
MexaHH3MBI ¥ METO/IbI IEPBUYHBIX TIPUEMOB 3aIlMTHI JOJKHBI OBITh TOHSATHBI U
IPOCTBl B HCIOJB30BaHUH. IIpuMeHeHue NepBUYHBIX CPENCTB M METOIOB
3alUThl HE JOJDKHO OBITH CBSI3aHO CO 3HAHHWEM CIELMAJBHBIX S3BIKOB WIIH C
BBITIOJIHEHHEM JE€HCTBHUM, TpeOyrolMX 3HAYUTEIBHBIX JOMNOJHUTENBHBIX
TpyZO3aTpaT IpH OOBIYHOM paboTe 3aperrMCTPUPOBAHHBIX IIOJIB30BaTENeH, a
TaK)Ke HE JO/KHO TpeOOoBaTh OT IOJb30BATENs BBINOJHEHHS PYTHHHBIX
MaJIOTIOHSITHBIX MY OIlepallyii.
4.21 O6s3aTenbHOCTh KOHTPOJISL.



Ilpennonaraer o00s3aTENPHOCTE U CBOEBPEMEHHOCTH BBISABICHUS U
NpeceyeHus IONBITOK HapyLIEHUs YCTAHOBIIEHHBIX TMpaBWJ O0ecreYyeHus
Oe3onmacHOCTH MH(OPMAIMH, Ha OCHOBE HCIIONB3YEMBIX CHCTEM H CpPEICTB
3aIlUTH H”HGOOPMAIIHH.

KoHTponp 3a 1edTenbHOCTBIO TI000ro IOB30BaTelisl, KaXI0ro CpecTBa
3alUTHl ¥ B OTHOLIEHHH JTI000ro 00BheKTa 3aIlUThl JOJOKEH OCYILECTBIIATHCS Ha
OCHOBE TPUMEHEHHUS CPEJACTB ONEPAaTUBHOIO KOHTPOJISI M PETHCTpalvM H
JOJDKEH OXBAaThIBaTh KaK HECAHKIMOHMPOBAHHBIE, TaK U CAHKIIHOHHPOBAHHBIE
ne¥cTeus moias3oBatened. Kpome toro, sddextuBHas cucrema obecrieueHus
MHQOpPMallMOHHOW  Oe3omacHOCTH  TpebyeT Hauu4yMs  aJeKBaTHOH W
BceoObeMITIoIIEeH HHOPMAIIHH O TEKYILEM COCTOSHUH IIPOIIECCOB, CBA3aHHBIX C
IBWXXEHHMEM HH(OpMAlMM U CBEJCHHH O COOJIOJEHHH YCTaHOBJIEHHBIX
HOPMaTHMBHBIX TpeOOBaHUH, a TAKXKe JOMOIHUTENLHON HHPOPMALUH, UMEIOIIEH
OTHOIIEHHE K MNPUHATUIO pewleHud. MHpopmanus nomkHa OBITH HALeXKHOM,
CBOEBPEMEHHOM, JOCTYITHOM U NPaBUIBHO OPOPMIIEHHOM.

Henocratkn cucteMsl obecneueHuss HWHPOPMAIMOHHOM 0€30MacHOCTH,
BbIsBJIEHHBIE paboTHMKaMH OOInecTBa WiIHM MOAPa3IeeHUIMU OOecledeH s
0€30MacHOCTH JO/KHBI HEMEIUIEHHO HOBOJMTHCS 10 CBEIEHHs PYKOBOAUTENEH
COOTBETCTBYIOILIEIO YPOBHS M OIEPAaTUBHO YCTpaHAThCA. O CYIECTBEHHBIX
HEJI0CTaTKaX HeoOX0auMo cood1aTh pykoBoacTBy OOLIecTBa.

I'naBa 5. Cy0bexkThl HHPOPMALIMOHHBIX OTHOIIEHHH H 00bEeKThI
3aIUThI

5.1 CybbektamMy  MHOOPMAIIOHHBIX  OTHOLIEHHH  IIpH obecrieyeHuH
nH(opMaIMOHHO# 6e3omacHocTH OOLIECTBA SIBIISIOTCS:

¢ AO «CITK-Akro6e», kKak COOCTBEHHUK HHPOPMALOHHBIX PECYPCOB;

 moxpaszaenenus OOLIecTBa, y4acTBYIOIME B HHYOPMAIHOHHOM OOMEHE;

* PYKOBOJCTBO U PabOTHUKU CTPYKTYPHBIX mozapasneieHuii O6mecTsa, B
COOTBETCTBUU C BO3JIO)KEHHBIMH Ha HUX (DYHKIUIMHU;

¢ KoHTpareHTsl O0ILIeCTBa - FopUANYecKHe U QU3NIECKHE JIMLIA, CBEACHUS O
KOTOPBIX  HAaKallJIMBalOTCs, XpaHATCI ©W  00pabaTeiBalOTCI B
uH(popMaluroHHOH cucteMe OOIEeCTBa;

° Jpyrue OpUIUYECKHEe U (GU3NYECKHe JIUIa, 3aJeiiCTBOBAHHBIE B
obecrieyenun BeimonHeHus AQ «CIIK-Aktobe» CBOHUX byHKIUH
(KOHCYJIBTAHTHI, o0cmyXUBarOUIU i nepcoHal, OpraHu3allniy,
IIPUBJIEKAaeMBbIe [l OKa3aHUsl YCIYT | IIp.)

5.2 Ilepeuncrnennsle cy6bekThl HHGOOPMAIIMOHHBIX OTHOIIEHHM 3aUHTEPECOBAHBI
B o0O€ecCIeYeHu :
1. cBOeBpeMEHHOr0 HOCTyna K Heobxomumod uM uHbopMmanuu (ee
JNOCTYTTHOCTH ); :

2. NOCTOBEPHOCTH (IIONHOTBI, TOYHOCTH, aJEeKBaTHOCTH, LEIOCTHOCTH)

uHboOpMaIuH;



3. KOHQMIEHIMATbHOCTH (COXpaHEHHs B TaliHE) OMNpeNelNeHHOH 4YacTH
uHboOpMaLny;
4. 3amMTBl  OT HAaBA3BIBAHUA MM JIOXKHOW (HEIJOCTOBEPHOM,
UCKaXXCHHOM ) HHpOpMalvH;
5. pasrpaHU4YeHHs OTBETCTBEHHOCTH 32 HapyIIEHHs YCTaHOBJIEHHBIX
IpaBuII oOpalleHus ¢ HHpopMaIlueii;
6. BOBMOXXHOCTM  OCYILECTBJIEHHMS  HENPEepPBHIBHOIO KOHTPOIS M
yTpaBleHHs IIpoleccaMy 06paboTKU U nepeayn HHGOpPMaLUy;
7. 3amMTel MHQOpPMALUU OT HE3aKOHHOTO €€ THPaXHMPOBAHHUS (3aLUThI
aBTOPCKHUX IIPaB, IIPaB COOCTBEHHUKA MH(POPMALIUH H T.IL.).
3:3 B OO6mectBe uMpkyaupyer HHGOpMaUUs pa3NUYHBIX YPOBHEH
KOH(QUACHIIMATILHOCTH, coJiepikanias CBEJICHHS OTrpaHUYEHHOTO
pacmpocTpaHeHus (Cioy>keOHas, KoOMMepdecKasi, MepCOHaJbHbIE NaHHBIE), H
OTKDBITBIE CBEIEHMs, KOTOpbIE SBISIOTCA OOBEKTAMHM 3allUTHEL. 3alUTe
MOJUIEXUT BCA uHGOpMalMs U HHPopManroHHBIE pecypchl OOLIecTBa,
HE3aBUCHUMO OT €€ IPEJCTaBIEHHs U MECTOHAXOXJEHHsS B MH(MOPMAIMOHHOM
cpene Ob6uiecTna:

1) mHbOpMalMOHHbBIE aKTUBbI, He0OX0qUMBIE 171 paboThl ObIecTBa,
HE3aBUCHMO OT (GOPMBI M BHIIA MX TIPEICTABICHNS;

2) uHOpMalMOHHBIE  CHCTeMBbI, BKJIOYas  MHQPOPMAIMOHHEIE
TEXHOJIOTHH,  TEXHHYECKME U  TpOorpaMMHBIE  CpeICTBa
(dopmupoBaHus, 00pabOTKH, Mepenayu, XpaHeHUs (B TOM YHCIe
apXWBUPOBAHHBIE) U UCIIONH30BaHUSA HHGOPMALIUH,

3) snementel MT-MHOPAcTPyKTYphbl, BKJIIOYAss KOMIIBIOTEPHYIO
TEXHUKY, OMOIHNOTEKH, apXUBbI, 0a3bl JaHHBIX, CEPBEPA, BKIIOYas
(bu3nveckue U BUPTyanbHble, KaHAIbI HH(POPMALOHHOTo 06MeHa !
TEJICKOMMYHHUKALIUK, CUCTEMBI U CPE/ICTBA 3allUTHl HHPOPMALUH,
OOBEKTHl M IOMEIIEHHs, B KOTOPBIX pPa3sMeLICHBl 3alHIaeMble
anemenTsl UT-undpactpykrypsr Ob1ecTBa;

4) mpoueccsl, pernaMeHThl W NMpoueaypsl 00paboTKd HHPOpPMALMU B
OOm1ecTBe;

5) CBeneHHMs, COCTABIAIOLIME KOMMEPYECKYIO TalHy, HOCTyHm K
KOTOPBIM ~ OrpaHM4eH  COOCTBEHHHMKOM  HWHGOpMAaIlid B
COOTBETCTBUU C 3aKOHOAATEeNbCTBOM Pecnybnuku Kazaxcran;

6) mepcoHalbHbIe JaHHBIE PaOOTHUKOB ¥ KOHTpareHToB O6IIecTBa;

7) oTkpbITas uH(popMauus, HeobOxomumas Juis  oOOecIeuYeHus
HOpMaJbHOTO (pyHKLIKMOHHpoBaHuUsA OOILeCcTBa.

I'naBa 6. Ilean u 3aga4u o6ecnedeHnst HHGOPMANMOHHOM
0e30MacHOCTH.
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6.1 Llenu 3alIUTHI:

OcHOBHOHl 1LeNbIO, Ha JOCTHM)KEHHE KOTOPOM HampaBiieHbl IIOJOXKEHHS

Hacrosmed IlomuTvku, sABiseTcs 3amuUTa CyOBEKTOB HMHGMDOPMAIMOHHBIX

oTHomleHMH OOWIECTBa OT BO3MOXHOTO HAHECEHHS WM MAaTepPHabHOrO,

MOpaJIbHOrO MM  HMHOro  ymepba, TOCPEICTBOM  CIy4alHOTO WM

NpeAHaMEPEHHOIO BO3JEHCTBUS Ha HHQOPMALIMIO, €€ HOCHUTENH, IMPOLECCHI

00paboTku M mepefadd, a TakKe MUHUMH3ALMs YPOBHS OINEPALMOHHOIO M

IAPYTUX PHUCKOB (pUCK HaHECeHHs YpoHa JHAejoBoii pemyranuu OOLiecTsa,

IPaBOBOM PUCK U T.II.).

Yka3zaHHas LeJb JOCTUraeTCsl IMOCPEACTBOM OOECIeUeHHss M ITOCTOSHHOIO

NOJEpXKaHUs CIEAYIOINX CBOMUCTB HHPOPMAIIHH:

* JIOCTYIHOCTH MHQOPMAIH IS JIETAIBHBIX MTOJIb30BaTelel (YCTOMYHBOro
(GyHKIMOHMpOBaHMSA HH(OpMaUUOHHOW cucTeMsl OOliecTBa, Ipu
KOTOPOM I10JIb30BaTENI UMEIOT BO3MOXXHOCTh TMOJyYeHHsI HEOOXOAMMOIA
MH(OpMaLMU U pe3yJbTaTOB PELIeHUs 3a/1ad 3a MPUEMIIEMOE IS HHX
BpeMs),

° LEJNOCTHOCTM M  ayTEeHTUYHOCTH  (NIOATBEpXIEHHE  aABTOPCTBA)
MHQOpMallMY, XpaHUMOM u oOpabaTeiBaeMOii B HH(OPMALMOHHOM
cucreMe OOIIecTBa U NlepejaBaeMoii 110 KaHallaM CBSI3H;

* KOH(QHUIEHIMAJIBHOCTU - COXpPaHEHHS B TaiiHe ONpeNeleHHOH 4YacTH
nH(opMaLMy, XpaHUMOH, 06pabaThiBaeMOM U MepeaBaeMoii 110 KaHanaM
CBSI3H;

Heo6xoauMselii ypoBEeHb NOCTYITHOCTH, LIEIOCTHOCTH U KOH(HUIEHIUAILHOCTH

MHbopMaLuK ob6ecrieduBaeTCs METONAMU M CPEICTBAMH, COOTBETCTBYIOLIAMH

YPOBHIO YIp0o3 UHPOPMAaIMOHHOH 0€30IMacHOCTH.

6.2 JlnAd MOCTHXKEHHMS OCHOBHOW LieNM 3alllUThl M O0ecredeHHs yKa3aHHBIX
CBOMCTB  MHQOpPMalMUM cUcTeMa ofecrniedeHHs  HMHGOPMALMOHHOM
Oe3zomacHocty ObLiecTBa NOMKHA oOecnednBaTh 3GD(GEKTUBHOE pEILEHUE
CIIeIyIOLIUX 3aa4:

1) cBOeBpeMeHHOE BBISBIECHUE, OIIEHKA 1 TPOTHO3UPOBaHKE HCTOYHHUKOB YIPO3

MHOOPMAIMOHHON 0€30MaCHOCTH, NpPUYMH M YCJOBHM, CIOCOOCTBYIOIMX

HAHECEHMIO ylepba 3alHTEpeCOBaHHBIM CyOBEKTaM HHGOPMALMOHHBIX

OTHOILUEHWM, HapyIIEHHIO HOPMAJIbHOTO (PyHKIIMOHHUPOBAaHUS HH(POPMALIMOHHOM

cucteMbl OOIIECTBA;

2) CBOEBpPEMEHHOE BhISIBIICHHE M YCTPaHEHHE YA3BUMOCTeN akTuBOB O6I1ecTBa

U TEM CaMbIM IIPENyIpeXIeHUEe BOSMOKHOCTH HaHECEHUs yllepba 1 HapyIIeHUs

HOpPMaJIbHOTO (QYHKIIMOHUPOBAHUS OM3HEC-TIPOIIECCOB;

3) onpeneneHne W NOKYMEHTHPOBaHHE OCHOBHBIX TPeOOBaHWM M IPOLEAYP

oOecrneueHus: HHGOOPMAIIMOHHOM O€30I1aCHOCTH;

4) co3gaHue MexaHH3Ma ONEPAaTUBHOIO peardpoOBaHUS Ha yrpo3bl OE30IaCHOCTH

UHGOpMAaIUU U HETaTUBHBIE TEHICHIIUM;

5) co3manue yclaoBHM JUIi MUHMMHU3ALKH U JIOKAJIM3alHKA HAHOCUMOTO yiepba

HENPaBOMEPHBIMU AEUCTBUSAMU QUBMYECKUX M IOPUINYECKHX JIUL, OClIabiieHue

HETaTUBHOIO  BIMSHMA W JIUKBUJAIMS  TOCIEACTBHHA  HapylIEHHUs
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UH(POPMAaLMOHHOH 6€30I1aCHOCTH;

6) 3amuTy  OT BMEIIATEIbCTBA B Ipouecc  (yHKIMOHUPOBAHHMS
MH(OPMAlMOHHOK  cucTeMbl OOINECTBA MOCTOPOHHMX JHMI (JOCTYNn K
MH(QOPMALMOHHBIM pecypcaM HOJDKHBI MMETh TOJIBKO 3aperMCTPUPOBAHHBIE B
YCTaHOBJIEHHOM IIOpsZIKE N10JIb30BaTEIN );

7)  pasrpaHMYeHHMe  JOCTyla  [OJb30BaTellell K  HMHGMOPMAIMOHHEIM,
anmapaTtHeiM, NPOTPaMMHBIM M HHBIM pecypcam OGiectBa (BO3MOMXHOCTb
AOCTyTa TOJIBKO K TEM PeCypcaM M BBINOJIHEHHS TOJIBKO TeX OIEpalMii ¢ HUMH,
KOTOpBIE HEOOXOIMMBI KOHKPETHBIM II0JIb30BATESIM [JIs BBITIOJHEHHS CBOHX
CIy>)KEOHBIX 00A3aHHOCTEH), TO €CTh 3alUTy OT HECAaHKIHMOHUPOBAHHOTO
JOCTYyTIa,;
8) obecneyenne  ayTeHTU(DUKALMH  NOJb30BaTelied,  y4acTBYIOIIMX B
MHQOPMAlMOHHOM OOMeHe (MOATBEPXKIEHHE IOJIMHHOCTH OTIPAaBHTENS U
noytydarens iHGopManun);
9) 3amMTy OT HECaHKIMOHHUPOBAHHONW MOIMDUKAUMH MCIIONB3YEMBIX B
KOpIIOpaTuBHOM MH(OpMaLOHHOH cucteMe OOLIecTBa MPOrPaMMHBIX CPEJICTB, a
TalOKe 3alIUTy CHCTEMBbl OT BHEJAPEHMsS HECAaHKLHOHMPOBAHHBIX IPOIPAMM,
BKJIFOYasi KOMIIBIOTEPHBIE BUPYCHI;
10) 3amuty MHQOpManMM OTrpaHUYEHHOrO IIOJIb30BaHMS OT YTEYKH 10
TEXHUYECKUM KaHajlaM IIpH ee 00paboTke, XpaHEHHH U Iepeave 10 KaHajlam
CBSI3H;
11) obecnieuenue xuMBy4ecTH KPUITOrpahUIECKUX CPEICTB 3aIUThl HHPOPMALIUY;
12)  nnaHumpoBaHME M ONTHMU3ALMS 3aTpar Ha obecreyeHre UHGOPMAIMOHHOM
6e3omacHoctu OOIIECTBA.

6.3 OcHOBHbIE IIyTH pelIeHHUs 3a/1a4 CHCTEMBI 3AILUTHI.
[TocTaBneHHbIE OCHOBHBIE L€ 3aIUUTHl U PEIIEHHE MEPEYMCIECHHBIX BBIIIE
3a/1a4 JOCTUTAIOTCS:

1. cTporum y4eToM BCeX MOUIEXKAIHMX 3alllUTe PECYPCOB HH(POPMAI[HOHHON
cucteMsl O6mmecTBa (MHGOpManuy, 3a1a4, JOKYMEHTOB, KAHAJIOB CBS3H,
CEpBEPOB, aBTOMaTU3MPOBaHHBIX PabOYUX MECT);

2. XypHaJIMpOBaHWEM  JEHCTBUH  MepcoHalia,  OCYIIECTBISIOLIETO
obcrmyxuBaHHe U MOIU(DUKALMIO OOCIy)XKMBaHHE IPOTPAMMHBIX U
TEXHUYECKHX CPEICTB KOPIOPAaTUBHOW WH(OPMAIIMOHHONW CHCTEMBI;
NOJTHOTOW, PpEeaJlbHOM  BBINOJHUMOCTBIO W HENMPOTHBOPEYUBOCTHIO
TpeboBaHUH OpraHU3alIOHHO-PACTIOPA TUTENBHBIX JOKYMEHTOB
Ob1ecTBa 1o BonpocaM obecreyeHus 6e30MacHOCTH UHGOPMALIUH;

3. MmoAroToBKo# (00y4eHHeM) paOOTHHUKOB, OTBETCTBEHHBIX 3a OPraHU3aLUI0
M OCYIIECTBJIEHHE IIPAKTUYECKUX MEPONPHUATHI 10 00eCleueHuIo
Oe3onacHOCTH HH(OPMAIIMK U MTPOLECCOB €€ 06PabOTKH;

4. HaJelIeHUEM KaXKIO0ro I0JIb30BaTeNIsi MUHHUMAJILHO HEOOXOOUMBIMU IS
BBINOJTHEHHUS] UM CBOMX (QYHKLIMOHAIBHBIX 00S3aHHOCTEN [TOJTHOMOYHUSIMH
10 OCTYIy K MH(GOPMAaLMOHHBIM pecypcam OOIecTsa;

12



5. 4eTkUM 3HaHUEM H CTpOTUM CO6JIIOIICHI/ICM BCE€MHU II0JIb30BaTCISIMH

7.

10.

e

nHbOpMalMOHHOW cucteMsl OOuiecTBa TpeGOBaHMI OpraHM3alMOHHO-
paclopsaJMTENbHBIX  JOKYMEHTOB IO  BOIpocaM  o0ecredeHus
6e30macHOCTH HH(OPMAITHH;

HepCOHaJIBHOf/'I OTBETCTBEHHOCTBIO 3a CBOHU JIEMCTBHUA Kaxxaoro

pabOTHHKA, B paMKaX CBOMX (YHKIHOHATBHBIX 003aHHOCTEN UMEIOILETO
JOCTYT K UH(POPMaIMOHHBIM pecypcam OOIecTsa;

HETIPEPBIBHBIM TOACPXaHUEM HEO0OXOJUMOro YPOBHS 3allHIIEHHOCTH
5]eMeHTOB  MHGOpMalHoHHOW  cpexbl  OOiiecTBa,  yCcTpaHEeHHUe
BO3MOXXHOIO ymepba @pu peanu3allid yrpo3 HHGOPMAIHOHHOM
0€30MacHOCTH, B TOM YHCJI€ COKpAallleHHE BPEMEHH BOCCTAaHOBIIECHHS
OM3HEC-TIPOLIECCOB MOCIIe BO3MOXHBIX IIPEPHIBAHUI;

NpUMEHEHHEM (QU3NYECKUX M TeXHUYEeCKUX (MPOrpaMMHO-aNIapaTHBIX)
CPECTB 3alIMTEl PECYPCOB CUCTEMBI U HENIPEPHIBHOM aIMUHUCTPATUBHOM
NONAEP)KKOM X UCTIOIB30BaHUS;

MOHHTOPHUHIOM ¥ 00pabOTKOH COOBITHI M MHLIUAEHTOB HH(POPMAIIMOHHON
0€e3011acHOCTH;

5(Q(hEeKTUBHBIM  KOHTpOJEM HaJ COONIOIEHHEM  IOJI30BATENSAMH
MHGOPMalMOHHBIX pecypcoB OOiiecTBa TpeOGOBaHUH 10 06eCredeHHIo
6e3onacHOCTH HH(bOpPMAIIWH;

IOPHIMYECKON 3alMTON HHTepecoB OOlecTBa NpH B3aMMOIEHCTBUM
€ro MoJpa3eIeH!i ¢ BHEIIHUMH OpraHu3alusIMu (CBSI3aHHOM C OOMEHOM
HMHpOpMaliel) OT NPOTHBONPABHBIX AEHCTBUM, KaK CO CTOPOHBI 3THX
OpraHM3alMi, TaKk ¥  OT  HECAaHKIMOHWPOBAHHBIX  JEHCTBUI
00CITy>KMBaIOIIETo NepcoHalla ¥ TPEThUX JIUILI.

I'maBa 7. OcHoBHBIe yrpo3bl 6e30nmacHoCTH HHGOPMAUH
OO6wecTBa.

7.1 ¥Yrpo3sl 6e30macHOCTH HHOOPMAIIUU U UX HCTOYHUKHY.

Bce MHOXECTBO OTEHIMAIBHBIX YTPo3 6e30MacHOCTH HHGOPMAIMH I10
IIPUPOJIE UX BOZHUKHOBEHUS pa3lesiioTCs Ha JBa Kjlacca: €ECTECTBEHHBIE
(0OBEKTUBHBIE) M HCKYCCTBEHHBIE (CyOBEKTHBHEIE).

EcTecTBeHHBIE YIPO3bI - YTPO3bl, BEI3BaHHBIE BO3JIEHCTBHAMH Ha
MHPOPMALMOHHYIO CUCTEMY U €€ KOMIIOHEHTHI O0bEKTUBHBIX QU3MIECKHX
IIPOLECCOB TEXHOTEHHOIO XapaKTepa UM CTUXUHHBIX TPUPOIHBIX
SBJICHUM, HE3aBUCAILMX OT YeJIOBEKa,

HckyccTBeHHBIE YIpO3bI - YTPO3bl, BEI3BaHHBIE JIEATEILHOCTHIO YEJI0BEKA.
Cpenu HUX, UCXOJS U3 MOTUBALIUH JEHCTBUM, MOXKHO BBIIEIIHTS:

HelpeJHaMePEHHbIe (HEYMBILUIEHHbBIE, CITy4aiiHble) YIPO3bl, BEI3BAHHEIE

omuOKaMu B ITPOCKTUPOBAaHUHU HH(bOpMaIIHOHHOﬁ CUCTEMBI H €€
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3JIEMEHTOB, OLIMOKAaMH B NEHCTBHUIX MIEPCOHANA U T.I1.;
* IpeqHaMepeHHble (YMBILIEHHbIE) yrpo3bl, CBSI3aHHBIE ¢ KOPBICTHBIMH,
MICHHBIMU WM HHBIMH YCTPEMJIEHHSMH TIOAEH (3/10yMBIILUIEHHUKOB).

HcTounMKHM yrpo3 [0 OTHOLIEHHIO K caMol MH(pOPMAaLMOHHOH CHUCTEMe
MOTYT OBITh KaK BHEIIHUMH, TaK ¥ BHYTPEHHUMH.

7.2 Haubonee 3Ha4MMBIMHU yrpo3amu 6e3onacHocTu uadopMmanuu Ob1iecTsa
(ciocob6amuy HaHeceHus yiepba cyObekTaM HH)OPMALMOHHBIX
OTHOIICHUH ) SIBJISIFOTCS:

. HapyweHune (QYHKIMOHANBHOCTM KOMIIOHEHTOB  HH(OPMAIMOHHOI
caucrembl  OOmiecTBa, OnokupoBaHWe WH(OPMALMK, HapyIIeHHe
TEXHOJIOTHYECKUX IPOLIECCOB, CPBIB CBOEBPEMEHHOTO PELIEHUS 3a/aY;

2. HapylleHWe UENOCTHOCTH (HCKaXeHWe, IIO[MeHa, YHHYTOXKEHHE)
MHQOPMALMOHHBIX, IPOTPaMMHBIX M IpPYyrHX pecypcoB OfiecTBa, a
Taioke danpcudukanys (MoALeNKa) JOKyMEHTOB;

3. HapylleHHe KOHGHMIECHUHATIBHOCTH (pasriialleHHe, yTeyKa) CBEICHHI,
COCTaBIISIIOIINX CIYy)K€OHYX0O HIM KOMMEpHYECKYl0 TaiiHy, a TaKkke
IIEPCOHANIBHBIX TAHHBIX.

7.3 IlyTu peanu3auuu HempeIHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTUBHBIX)

yrpo3 0e30nacHOCTH HHPOPMALIMH.

Paboraukn ~ OOmecTBa,  3aperncTpUpoBaHHblE  KaK  JierajbHble
OJIb30BaTENM MHPOPMaMOHHOH cucTeMbl OOLIECTBA UITH 0GCITY)KHBAIOLIHE ee
KOMIIOHEHTBI, ABJISIOTCS BHYTPEHHUMU HCTOYHUKAMHU CITyYalHBIX BO3IEHCTBUI,
T.K. IMEIOT HeTNIOCPEICTBEHHBIN JOCTYI K IpoLeccaM 00paboTku nH(GopMaLuy U
MOTyT COBEpILIaTh HENpeIHaAMEPEHHbIE OLIMOKKA W HapyIIeHWs AeHCTBYIOIIUX
NPaBUJI, THCTPYKIIMH U PETIIAMEHTOB.

OcHOBHBIE TIyTH peanu3alMil HeNpeJHAMEPEHHBIX MCKYCCTBEHHBIX
(cyOBekTHBHBIX) yrpo3 OesomacHocTH uHpopMmaimu O6miecTBa (HeicTBHS,
COBepIlaeMble JIIOAbBMH CIy4ailHO, 1O HE3HAHWIO, HEBHUMATEIHbHOCTH WIIH
XajaTHOCTH, U3 JTIOOOMBITCTBA, HO 6€3 371010 yMbICHIA):

1. HeyMmbILUIeHHBIE NEHCTBUSA, NPUBOMAIIME K YaCTHYHOMY WM MONHOMY
HapyIIeHUIO  (QYHKIMOHANPHOCTH KOMIIOHEHTOB HMH(OPMALMOHHOM
cucteMbl OOLIeCcTBa MM pa3pylleHHIO HMHQPOPMALMOHHBIX, WIH
IIPOrpaMMHO-TEXHUYECKUX PECYPCOB;

2. HeOCTOpOXXHbIE NEHCTBHS, NPUBOIAIINE K pasIalleHUI0 HHGOPMAIUH
OrPaHMYECHHOTO PaCIPOCTPAHEHMs WK JieTIalolue ee O0LIEeN0CTYITHOM;

3. pasriauieHue, nepejada MM yTpaTta aTpuOyTOB OrpaHMYEHHs HOCTyIa
(mporyckoB, MAEHTU(GUKALMOHHEIX KapTOYEK, KIIOYeH, naporeii, Kiodeii
mUGpPOBaHUS U T. I1.);

4. UTHOPUPOBAaHHME OPraHU3ALMOHHBIX OTPaHMYEHHH (yCTAaHOBIICHHBIX
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IpaBul) IpH paboTe ¢ MHGOPMALMOHHBIMHU PECYPCAMU;

5. NPOEKTUPOBAHHE CHCTEM, TEXHOJOTHH 00pabOTKH NaHHBIX, pa3paboTKa
MPOTrPaMMHOI0 00eCHeueHHuss ¢ BO3MOXHOCTSAMHM, MPEACTaBISIOIIAMH
ONacHOCTh il  (QYHKIHOHHPOBAaHUS HMHGOPMAIMOHHOM CHUCTEMBI
O6mecTBa 1 6e30nmacHOCTH UHHOPMALIUH;

nepechbUiKa JaHHBIX U IOKYMEHTOB 10 OIIMO0YHOMY azpecy (YCTpoMcTBa);

el

BBO/JI OITMOOYHBIX JaHHBIX;

HEyMBbILJIEHHas [T0pYa HocuTenel nHGOpMaIliH;

HEYMBILIUICHHOE MOBPEXIEHHE KaHAJIOB CBSI3H;

0.HempaBoMepHOE OTKIIOYEHHE 00OpYHIOBAaHWS WM M3MEHEHHE PEKHMMOB
paboThI yCTPOMCTB WIIM POTPaMM;

11.3apaxkeHue KOMITBIOTEPOB BUPYCAMHU;

12.HeCaHKIIMOHMPOBaHHBIH 3aITyCK TEXHOJIOTHYECKUX IIPOIPAMM, CIIOCOOHBIX
BBI3BaTh MOTEPIO pabOTOCIOCOOHOCTH KOMIOHEHTOB KopropaTuBHOM
MH()OPMAIIMOHHON CUCTEMBI MIIM OCYLIECTBIIAIOUINX HEOOPATUMBIE B HHX
u3MeHeHus: (GopMaTHpPOBaHHWE WM PECTPYKTYPU3ALMIO HOCHTeNeit
nH(OpMalH, yAaJeHHue JaHHBIX U T.I1.);

13.HeKOMIIETEHTHOE HCIIOJIB30BaHUEC, HaCTpOﬁKa WIN  HEIIpaBOMEPHOE
OTKJIFOUEHHUE CPEACTB 3alIUTHI.

7.4 Ilytu peamusaluy INpeAHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX)
yrpo3 6e30macHoCTH HHPOPMAIUH.

OcHoBHbIE BO3MOXHBIE IYTH YMBILUICHHON [€30praHu3alyud paboThl,
BBIBOZIa KOMIIOHEHTOB MH(OpMalMOHHOH cucteMbl OOImecTBa W3 CTpOS,
MPOHUKHOBEHHUS B CHCTEMY U HECAaHKLMOHHPOBAHHOTO JAOCTYyIa K HH()OpMAaIHH
(C KOPBICTHBIMH LIEJISIMH, 10 IPUHYXAECHUIO, U3 XKEJAHU OTOMCTHTB H T.IL.):

l. ymbllieHHbIE NEHCTBHSA, NMPHBOIAIINE K YAaCTHYHOMY WIIM IIOJHOMY
HapylleHHI0  (QYHKIMOHAIBHOCTH KOMIIOHEHTOB MH()OPMAIHOHHON
cucteMpl OOmiecTBa MIM pa3pylleHHIO HMHPOPMALMOHHBIX WU
IIPOrPaMMHO-TEXHHYECKHUX PECYPCOB;

2. NEeWCTBUS MO J€30praHu3alvi (yHKUHOHHPOBaHMS WH(OPMALUOHHOM
cucteMsl Ob11eCTBa, XMIEHNE JOKYMEHTOB U HOCUTEJEH HHDOPMALHH;

3. HECaHKLMOHMPOBAaHHOE KONMPOBaHHWE JOKYMEHTOB M  HOCHTeNel
uHpOpMaIWH,

YMBILIJIEHHOE UCKa)XeHHe NHPOPMAaIIUK, BBOJ HEBEPHBIX JaHHEIX;

4. OTKIIOYEHME WIM BBIBOA W3 CTPOS MOACUCTEM OOECIedeHus
(QyHKIMOHMPOBaHHUS HHGOPMALMOHHBIX CHCTEM  (3IEKTPONUTAHHS,
OXJIQXJICHHS ¥ BEHTUJIALVMY, TUHUN U anlapaTypbl CBS3U | T.I1.);
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10.

11.

NEPEXBAT NaHHBIX, NI€PEAAaBaCMBbIX 110 KaHajJlaM CBS3H;
XUIIEHHUE IIPOHU3BOACTBECHHBIX OTXOOI0B (pacneanOK JOKYMEHTOB,

3allMCeN, HoCUTeNed nHOpPMaIUH U T.I1.);

HE3aKOHHOe  MOJlyYeHHe  aTpuOyTOB  pasrpaHHYeHHs  JOCTyIa
(areHTYpHBIM IyTeM, HCIIONB3Ys XaJaTHOCTh IONb30BaTeNeH, IyTeM
NOJENKH, Toadopa U T.11.);

HECaHKLIMOHUPOBaHHBIM  JOCTym K pecypcam  KoprnopatusHoi
MHQOPMAllMOHHOM  CcHUCTeMbl ¢ pabouMX CTaHOMHA  JlerajbHBIX
M0JIb30BaTeJIEH;

XUILEHHE WK BCKPBITHE MU(YPOB KPUNTOAIIUTEl HHPOPMALIUH;
BHEJIDEHUE aNNapaTHbIX W IPOrPaMMHBIX 3aKJIaJOK C LEIBI0 CKPHITHO
OCYWIECTBNIATh  NOCTYN K  HMHQOPMAIIOHHBIM  pecypcaM WM
Ae30praHu3aui  (QYHKLUHOHUPOBAHUS KOMIIOHEHTOB KOPIOPATHBHOM
MH(QOPMAIMOHHOM crucTeMbl OOILECTBA;

HE3aKOHHOE HCII0JIb30BaHUE 000pYJOBaHMUS, IPOrPAMMHEIX CPEJCTB MU
MH()OPMAalLMOHHBIX PECYPCOB, HAapyILIAIOIee NpaBa TPETHUX JIHLL,
NpUMEHEHHe NOACIYIINBAIOUIMX YCTPOHCTB, JHUCTAHIMOHHAs (oTo-
BHJIEO CheMKa JJIsi HECAaHKIMOHHUPOBAHHOTO CheMa MH(POPMAaIH;
nepexBaT IMOOOYHBIX 3JIEKTPOMArHUTHBIX, aKyCTHYECKHX M JAPYIHMX
U3JTyY€HUH YCTPOMCTB WM JIMHHMIA CBSI3H, a TaK)Xe HABOJOK AaKTHBHBIX
M3Jy4eHUH Ha TEXHUYECKUE CpENICTBa, HEMOCPEACTBEHHO He
y4acTByoIMe B MHYOPMALIMOHHOM OOMeHe (CETH ITUTaHHUs).

7.5 Ilyth peanu3alMy  OCHOBHBIX €CTECTBEHHBIX yIpo3  0e30MacHOCTH
UHGbOpMAaITHH:

1.

W

7.6

BBIXOJl U3 CTPOsi 000pyAOBaHUS HH()OPMAIHOHHBIX CUCTEM U
obopynoBaHus
obecnieyeHus ero QyHKIIHOHUPOBAHHS;

BBIXO/Jl U3 CTPOSI UJIK HEBO3MOXXHOCTD MCIIOJIb30BaHUS JIMHUI CBs3H,
IIOXXapbl, HABOAHCHHUA U APYTHE CTUXUMHEBIE 6CI[CTBI/I$I.

Cucrema obecrnedeHust uHpOpManuMoHHOl 6e3omacHocTH O6IiecTsa

AOJDKHA CTPOUTBCS HCXOJsS W3 NPEANONOXEHUH O CIEAYIOLMUX BO3MOMXHBIX
TUNaX HapyIIUTEJIeW B CHCTEME (C y4YeTOM KaTerOpuM JIMI, MOTHBAILWH,
KBaJIM(GUKALUHK, HATAYHUS CTIeLHATbHBIX CPENCTB U JIp.):

1. HexkommneTeHTHEBIN (HEBHMMATENbHBIN) MONB30BAaTENh - pPabOTHHUK
ObwecTBa (MMM NOApa3feNeHusi APYrod OpraHM3alUH, SBISIOIIUICS
JerajbHbIM TOJb30BaTeNEM HH(MOPMaALMOHHOW cucTeMbl OOlIecTBa),
KOTOPBIH MOXKET NPEANPUHUMATD MOMBITKY BHITMOJHEHHS 3alPELIEHHbIX
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NEHCTBHM, NOCTyNa K 3allMIIaeMbIM pecypcaM HH(POPMalMOHHON
CHCTEMBI C MPEBBILIEHUEM CBOMX IOJHOMOYHM, BBOAA HEKOPPEKTHBIX
JaHHBIX, HAPYIIIEHUs IPAaBUII M PErJlaMeHTOB paboThl ¢ HH(popManuei 1
T.IL., JEWCTBYs 10 OLIMOKE, HEKOMIIETEHTHOCTH WJIM XaJlaTHOCTH Oe3
3]IOT0 yMBICJIa M MWCHNONB3YIOIIMA MpPH 3TOM TOJILKO ILTATHBIE
(IpenocTaBieHHbBIE) CPECTBA;

2. Jlioburene - pabotHuk OOmecTBa (WM NOApa3sgeleHus APYroi
OpraHu3aliy, SBISIOLIUNCS 3apeTUCTPUPOBAHHBIM  I10JIE30BATEIEM
MHpOpManoHHOH cucTeMbl OOluecTBa), MNHITAIONIMNACS HAPYIIUTh
CHCTEMY 3alIMTHl 0e3 KOPBICTHBIX ILieJied WK 3JI0r0 yMbICHa WM AJs
camMOyTBepxaeHHs. [l peooneHus: CUCTEMBI 3allMThl U COBEPLIEHUS
3aMpelleHHbIX JEHCTBUNA OH MOXET HCIOJIb30BaTh Pa3jIMYHbIE METOBI
NOJyYeHHs] JIOTIOJHUTENBHEIX IIOJHOMOYMH JOCTyma K pecypcam,
HEJIOCTaTKH B MOCTPOEHUHU CHCTEMBI 3aLUTHI U JOCTYIHbIE EMY IITATHEIE
CpencTBa (HeCaHKUMOHUPOBAHHBIE AEHCTBHS MOCPEACTBOM INPEBIIIEHHS
CBOHMX ITOJIHOMOYH# Ha MCITOJB30BAHUE pa3pelleHHbIX CpeaAcTB). [TomuMo
3TOT0, OH MOXET IBITaThCS UCIIOJIB30BATh JOMOJHUTENLHO HEIUTATHBIE
MHCTPYMEHTAJIbHBIE W  TEXHOJOrMYeCKHe IpOrpaMMHBIE CpEJCTBa,
CaMOCTOATENbHO  pa3pabOTaHHBIE MPOrpaMMBl WM  CTaHAApPTHBIE
JIOTIOJTHUTENbHBIE TEXHUYECKHE CPECTBA;

BHyTpeHHu# 370yMBIIIEHHUK - paboTHUK OOuiecTBa (WM MOApa3feieHHs
ApPYroro BeIOMCTBa, 3apEerMCTPUPOBAaHHBIM KakK IOJIb30BATENlb  CHCTEMBI),
IEeHCTBYIOIIH I L[eJICHANIPABI€HHO U3 KOPBICTHBIX MHTEPECOB MM MECTH 34
HaHECEHHYI0 O00HIy, BO3MOXXHO B CrOBOpE C JIMUAMH, HE SBISIOIIAMUCS
pabotaukamu O61mectBa. OH MOXXET HCIIONB30BAaTh BECH HAG0P METOMOB U CpEeACTB
B3JIOMa CHCTEMbI 3allMTHI, BKIIOYasi areHTYPHBIE METOJbI, MACCHBHBIE CPEACTBA
(TeXxHUYECKHE CpeCTBa IlepexBaTa), METOIBI M CPEJCTBA aKTUBHOIO BO3/EHCTBUS
(MoxuQuKanusa TEXHUYECKUX CPEACTB, TOJKIIFOYEHHE K KaHajlaM Nepeaul JaHHBIX,
BHEJpPEHHE IMPOrPaMMHBIX  3aKJaJOK M  HCIOJB30BAaHUE  CIEHATbHBIX
HHCTPYMEHTAJIIBHBIX M TEXHOJIOTMYECKHX TMpOrpaMM), a Takke KOMOWHaLUH
BO3JIEHICTBUH, KaK U3HYTPH, TaK U u3BHe OOI11ECTBa;

BHeWwHWH  3M0YyMBIIIEHHMK -  TIOCTOpDOHHEe  JIMIO, JeHCTBYIOIIee
LeJICHANPaBI€HHO M3 KOPBICTHBIX MHTEPECOB, MECTH WM W3 JIFOOOIBITCTBA,
BO3MOXXHO B CrOBOpe C ApyruMu uuamu. OH MOXET HCIIOJIb30BaTh BECh HAGOp
METOJIOB M CPEICTB B3JIOMa CHCTEMBI 3aIlUTHI, BKJIFOYas areHTYpHBIE METOMBI,
MacCUBHbIE CpeNCTBAa (TEXHUYECKHME CpPEJICTBA IepexBaTa), METOABl U CPECTBa
aKTUBHOTO BO3JEWCTBUA (MOAM(UKALUS TEXHUYECKUX CPEICTB, MOAKIIOYEHUE K
KaHallaM [lepefjauy JaHHbIX, BHEJPEHUE MPOrPaMMHEBIX 3aKJIa0K U UCIIOIb30BaHKE
CTIEUHAIbHBIX WHCTPYMEHTANBHBIX U TEXHOJNOTMYECKHX IMPOrpamMm), a TaKKe
KOMOMHAIUY BO3AEHCTBUHN, KaK U3HYTpPH, TaK U u3BHe OOIIEeCTBa.
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I'naBa 8. Meperl, MeToAbl H cpeacTBa ofecnmedyeHus TpeGyeMoro

YPOBHS 3al{HIIEHHOCTH HHPOPMALHOHHBIX PeCypPCoOB.

8.1 Bce wMepnl obecneueHuss 6e30macHOCTH MHQPOPMAIMOHHON CHCTEMBI

OO01ecTBa
NOJIpa3eNaIOTCs Ha:
1. IIpaBoBble (3aKOHONATENBHBIE) MEPEI 3AILUTHI.

K npaBoBbIM MepaM 3aIlIUTEl OTHOCATCS AEHCTBYIOLINE B CTPAHE 3aKOHBI, YKa3bl
M HOpPMAaTHBHBIE aKThl, pErJaMEHTUPYIOIIME TpaBuia OOpalleHus C
vMHQOpMalMeEH, 3aKpelULIoIMe mpaBa W OOA3aHHOCTHM  YYAaCTHHUKOB
MH(POPMALMOHHBIX OTHOLIEHHH B Mpolecce ee 06paboTKH U HCIONB30BaHMUS, a
TaKXe YCTAaHaBJIMBAIOIIKE OTBETCTBEHHOCTh 3a HApYIUEHHS OTUX IIPaBHIL
IIpaBoBBIe Mephbl 3aIUUTBI HOCAT B OCHOBHOM YNPEXIAOLIMH, Npodu-
JIaKTHYECKUN XapakTep M TPeOYIOT NMOCTOSHHON pa3bsICHUTENBHOM paboThl ¢
TMOJIB30BATENAMHU ¥ OOCITY)KUBAIOLIUM NEePCOHATIOM HH(GOPMALIMOHHON CHCTEMBI
OOmiecTBa.

2. TexHomoruueckue MephI 3aIlUTHI.

K naHHOMy BHAy Mep 3allUTBl OTHOCSTCS TEXHOJOTMYECKHE DEIleHHs W
NpUEMBbI, OCHOBaHHBIE Ha HCIIOJIB30BAHUU HEKOTOPBIX BHIOB H30BITOYHOCTH
(CTpyKTypHOH, (YHKIMOHANBHON, MHGOPMALMOHHOW, BPEMEHHOW M T.I.) H
HalpaB/IieHHbIE HA YMEHBLIEHHE BO3MOXXHOCTH COBEPILIEHHS pPaOOTHHUKAMHU
OIMOOK ¥ HapylIeHHH B paMKax NPeJOCTABIEHHBIX MM IpaB M MOTHOMOYHIL.
[lpuMepoM Takux Mep SIBIASE€TCS HCIIONB30BaHHME MPOILENYp ABOWHOIO BBOIA
OTBETCTBEHHON HH(MOPMALMK, HHHIHMAIM3ALHHA OTBETCTBEHHBIX OIEpalUi
TOJIBKO IIPU HaJWYUM COIJIAaCOBAHMs HECKOJBKHX JIMIL, MPOLEAYP MPOBEPKH
PEKBU3UTOB UCXOIAIIMX U BXOASAIIUX COOOLLIEHUH U T.II.

3. OpraHuszanyoHHble (aIMHHUCTPATUBHEIE ) MEPHI 3aIUTEL.
Opranusauvonnsle  (aAMMHUCTPAaTHBHBIE) MepBl 3alMTBl - 3TO MepEkl
OpraHU3allMOHHOTO Xapakrepa, perlaMeHTHPYIOIIHE IIPOLIECCHI
(GyHKIMOHUPOBaHUs CHCTEMBI 0OPabOTKH HaHHBIX, HCTIOIB30BaHUE €€ PECYPCOB,
JesATebHOCTE 00CITyKMBAIOLIET0 IIEPCOHANIA, a TAK)KE TOPSAI0K B3aNMOEHCTBHUS
T0JIb30BaTENIEW C CHUCTEMOM TakMM o0pa3oM, 4YTOOBl B HaWOONbIIEH CTENeHH
3aTPyAHUTH WM UCKIIIOYUTH BO3MOXXHOCTh peajii3alliid yrpo3 0e30MacHOCTH
WJIM CHU3UTH pasMep NOTeph B ClIydae UX peaii3aliyy.

4. PernameHranus Jonmycka pabOTHUKOB K MCIIOJIb30BaHHUIO
MH(OPMALMOHHBIX PECYpcoB. B paMkax paspemmnTensHOM cUCTeMBl HOIMycKa
YCTaHaBIMBAETCS: KTO, KOMY, KaKyr0 MH(GOPMAIMIO U JUIs KaKoro BHJa JOCTyIa

18



MOXET MPeJOCTaBUTh Y IPH KaKUX ycJoBUsX. Jlomyck monb3oBaTesell K paboTe
¢ nH(hopMaLMOHHOH cucTeMol OOLIecTBa U IOCTYI K €€ PECYPCaM J0JKEH OBITh
CTpOro pernamMeHTupoBaH. JlroOble H3MEHEHHMS cocTaBa M  IOJIHOMOYHMMI
TI0JIb30BaTENIEN MMOJACUCTEM JOJKHBI TPOU3BOAUTECS YCTAHOBIEHHBIM ITOPSAIKOM,
COIJIACHO, perjlaMeHTa MpeoCTaBIeHHUs OCTYyIIa MMOJIb30BaTENEH.

5. OcHOBHBIMH TONB30BaTeNsIMH HHMopManuu B KoprnopaTuBHoM
MH(POPMaIMOHHOM CUCTEMe SIBISIFOTCS PabOTHUKH CTPYKTYPHEIX IOApa3 elIeH it
Ob1ecTBa. YpoBeHb NOJTHOMOYHH KaXXJOT0 MOJIb30BATENs ONPENENIETCS
UHIUBUIYanbHO. KaX b1 pabOTHHUK NOJIB3YeTCs TOJNBKO MPEANUCAHHBIMU EMY
NpaBaMH 110 OTHOLIEHHUIO K MH(GOPMALIMH, ¢ KOTOpOl eMy HeoGXxoauma paboTa B
COOTBETCTBUU C JOJDKHOCTHBIMHU 00513aHHOCTSIMH. Pacimpenue npas qocTyna u
IpeN0CTaBIeHUe JOCTyIA K JOMOIHUTENbHBIM HH)OPMAIIMOHHBIX pecypcaM, B
0053aTeIbHOM MOPSIKE, JOJDKHO COTIACOBBIBATHCS C MOApPa3AeIeHUEM
O61ecTBa, OTBETCTBEHHBIM 32 HHPOPMALHOHHOE CONPOBOXKAECHHE JaHHOTO
pecypca.

6. Pernamenranus npoueccoB 0O0CIyXUBaHUS M OCYIIECTBIEHHS MOIU(PHUKALH
anrmapaTHbIX ¥ IPOrpaMMHBIX pecypcoB [lomnexarye 3amure pecypehl CUCTEMBI
(IOKYMEHTBI, 3afaud, cepBepa, MPOrpaMMbl) MOAJIEXAT CTPOroMmy ydery (Ha
OCHOBE MCIOJIb30BaHUs COOTBETCTBYIOIIUX dbopmyspoB WIIH
CIIELIMAIU3UPOBAHHBIX 0a3 TAHHBIX ).

7. B uenax mnoanepxaHus pexuma HHOOPMAIMOHHOM 6€30I1aCHOCTH
anrmapaTHO-NpOrpaMMHas KOH(QHIypalys aBTOMaTH3UPOBAHHBIX pabOdYUX MECT
pabotaukoB OOmecTBa, € KOTOPBIX BO3MOXEH JOCTYIl K pecypcam
KOPNOPaTMBHOM MH(POPMALMOHHONW CHCTEMBI, JOJDKHA COOTBETCTBOBATH KPYTy
BO3JIOXXEHHBIX Ha JAHHBIX I0Jb30BaTeNel PyHKIMOHAIBHEIX 00s3aHHOCTEN. Bee
HEUCTIONb3YEMBIE B paboTe yCTpONUCTBa BBOA- BEIBOJIa HH(POPMAIIMU Ha paboumnx
MeCTax pabOTHHKOB, paboTaloIMX ¢ KOHQHICHIMAIBHONW HHpOpMAaLUEH,
JOJDKHBI OBITH 110 BO3MOXHOCTH OTKIIIOYEHBI, He HY)XHbIE Ui paGoThl
IpOTrpaMMHEIE CPEJICTBA M JaHHBIE C JUCKOB TaK)Xe MOJDKHBI OBITH YIaJIE€HBI.
JlomonHuTeIbHBIE yCTPOHCTBa OOMeHa WH(OpMAIedl MOrYT HCIOJIb30BaThCS
TOJIKO B MCKJIFOUUTENBHBIX CITy4asxX U TOJBKO B Ka4eCTBE BPEMEHHOI'O CPEICTBA.
YcraHoBKa MOAOOHBIX YCTPOUCTB TOJDKHA COTIACOBBIBATHCS C MOAPa3AelICHUSMH
obecneueHus nHGOpPMaLMOHHOM 6e30macHocTr OO1IeCTBA.

8. B KOMIIOHEHTaX KOPNOPAaTHBHOW HH(POPMALMOHHON CHUCTEMBI U Ha
paboyMx MecTax MOJb30BaTeNeld JODKHBI YCTaHABIMBATLCS M MCIOJNB30BaThCS
IIpOrpaMMHEIE CPEJCTBA, TOJIBKO MoiydeHHble OT CiyxObl WH(DOPMAIIMOHHEIX
TEXHOJIOTUH 1 Ou3Hec-npoleccoB. Micnonb3oBaHue MpOrpaMMHOro 00ecIieYeHus,
He INpOIIEALIEr0 IPOBEPKY M He ydTeHHoro B OOIIeCTBe, IOKHO OBITH
3alpelieHo.

9. [lna pemeHMs cCHeUMalbHBIX 3aJad [0 OIEHKE 3allUILIEHHOCTH
nHpopMaroHHoi cetn OOliecTBa M TMOCTPOEHHH CHCTEMBI  3alllHTh
uHGpopmanuu B cetw OOIecTBa MOXET TPUMEHATHCS — CHELUAIBHOE
[IpOrpaMMHOe obecrieyeHHe.
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10. OOGecnevenre U KOHTPOJIb (PU3HYECKOM LIENOCTHOCTH (HEU3MEHHOCTH
KOH(UIypaIliH) anmnapaTHbIX PECYPCOB.

11. ObopynoBaHue KOPIOPaTUBHOM UH(OpPMaIIMOHHOM CHCTEMBI,
HCIIONIB3yeMOe sl IOCTyNa K KOHQHMIEHIUANbHOH HHGOPMAIMH, K KOTOPOMY
JOCTYI 00CITY’KMBAIOLIETO NIEPCOHANIA B IIPOLIECCe IKCILTyaTallul He Tpebyercs,
T110CJIe HaJlaJIOYHBIX, PEMOHTHBIX ¥ MHBIX PaboT, CBSA3aHHBIX C JOCTYIIOM K €ro
KOMITOHEHTaM, AOJDKHO 3aKPBIBAaThCsl M ONE€YaThIBAThCS (TTIOMOHPOBATHCS).

12. TloBcenHEBHBI KOHTPOJD 3a ILEIOCTHOCTHIO M COOTBETCTBHEM Ie€YaTeil
(oM0)  NMOMKEH — OCYLIECTBIATBCS — IIOJIB30BATENIMH  0GODYHOBaHHS,
NIEpUOANYECKUI KOHTpoIb - Ciyx6o0ii 6e3omacHoctr Ob1uecTna.

13. Ilone3oBarenu uHGOpPMAaLMOHHON cHcTeMbl OOLiecTBa, a TakKe
PYKOBOASAILIMM ¥ OOCIyXUBAIOIIMH MEPCOHAN HODKHBI OBITH O3HAKOMJIEHBI CO
CBOUM YPOBHEM TIOJIHOMOYHM, a TaKKe€ OpraHM3alUOHHO-PACIIOPSAAUTEILHOM,
HOPDMaTHUBHOW,  TEXHHUYECKOM M  OIKCIUTyaTalHOHHOM  JIOKyMEHTalMeH,
olpeAesoIel TpeOOBaHMUs U MOPsIOK 00paboTku uHpopMmanuu B O6IecTBe.

I'naBa 9. lloapasagenenus obecnieyeHuss MHGOpPMaNHOHHOI
0e30nacHOCTH.

9.1 HemocpencrBeHHass ~ opraHuzanusi  paboTEl 1O  OOECTIEYEHHIO
uHpopManroHHOK 6e3omacHOCTH Bosnaraercss Ha CiyxOy O6e30MacHOCTH U
Cnyx0y WHpopMalMOHHBIX TeXHOJOTMH M 6u3Hec-nporeccoB AO «CITK-
AxTto06e» OO1ecTsa.

9.2 OcHoBHblE (QyHKLIMM MOApa3feNeHni 0OecredeHrs HHPOPMALHOHHOM
0e30MmacHOCTH:

9.3 IlposeneHue B OKU3Hb TOJWTHKA WH(OPMALMOHHON 06e30MacHOCTH
OO1mecTBa;

1. opraHusanus MEpoOnpHATHI U KOOpAMHALMSA paboT BCeX MOApa3/eeHHil

O61ecTBa 10 KOMIUIEKCHO# 3aiuTe HHGOPMAIHY;
2. aHaNM3 TEKYyLIETO COCTOSHMUS obecTeueH s 6e30MacHOCTH MHMOPMAIHHE;

3. paspabaTbiBaHME HOPMAaTHBHBIX JOKYMEHTOB, KAacCalOLIMXCS BOIPOCOB
obecrieuennss Ge30macHOCTH HHGOpPMAlLMH, BKIIOYas JOKYMEHTEHI,
periiaMeHTUPYIOLIME JEATENbHOCTh IOJb30BaTeNeil MH(GOPMALMOHHOM
cucrteMsl OO0I111eCTBA;

4. popmupoBaHue TpeOoBaHHI HH(POPMALMOHHONW OGE30MACHOCTH M K
CUCTEMe 3alllUThl B TIPOLECCE CO3[AaHUs M JaJIbHEHIIEr0 pa3BUTHS
CYLIECTBYIOIIHUX KOMIIOHEHTOB HH(OPMaLIMOHHOM cucTeMbl OOLIECTBa;

5. yyacTMe B IIPOEKTHMPOBAaHHM CHUCTEM M IPOrpaMM 3allUTHl, UX
UCTIBITAaHHUSAX U IPUEMKE B 3KCILIyaTalMIo;

6. obecrnieyeHre (GYHKIMOHUPOBAaHHS YCTAHOBIEHHBIX CHUCTEM 3all[UTHI
MH(OpMaI¥H, BKIIOYast yIpaBieHHe KPUIITOrpapuuecKUMH CHCTEMaMH;

7. pacmpezelieHHe MeXIy IIOJb30BAaTEIIMHU HEOOXONUMBIX aTpUOYTOB
JOCTyIa K pecypcamM UHPOpPMaIMOHHOMK cucTeMbl OO1IecTBa;
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8. HabmoaeHue 3a GYHKIMOHUPOBAHHEM CHCTEMBI 3AIUTE] U €€ 3JIEMEHTOB;

9. mpoBepka HaJIe)KHOCTH (PYHKITHOHUPOBAHMS CUCTEMBI 3aLIUTHI;

10.pa3paboTka Mep HeMTpaTH3alKk MOJENIEe BOSMOXKHEIX aTakK;

11.00y4enne nonp3oBaTeneil M OOCITYKHBAIOIIErO MEPCOHANA IIPaBUIIAM
Oe3omnacHoit 00paboTku HHOPMALIKK;

12.0xa3anne Meronuyeckoi momMomu pabotHukam OOmiectsa B
BoIIpocax obecriedeHusi UHPOPMAIIMOHHOM 6€3011aCHOCTH; :

13.xOHTpONIL 33 NEHCTBHAMHU aAMUHHCTPATOPOB 0a3 MaHHBIX, CEPBEPOB U

CETEBBIX YCTPOWCTB;
14. KOHTpOJIb 3a COOMIOJEHUEM IOJH30BATEISIMU YCTAHOBJIEHHBIX IPABMII

oOpaiuenus ¢ HHbopMaLUeH;

15. KOHTpONB U oLleHKa 3()(HEKTUBHOCTU MPUHATHIX MEP U IIPUMEHSIEMBIX

CPEICTB 3alUThl HHDOpPMAIUH;

16. mpuHsATHE MEp MpPH MONBITKAX HECAHKLIMOHUPOBAHHOTO JOCTYIIA K
MHPOPMALMOHHBIM PECypcaM U KOMIOHEHTaM CHCTEMBI MM TIPH HapyLIEHUIX
npaBul QYHKIIMOHUPOBAHUS CUCTEMBI 3aIIIUTH;

17. cbop, HaKoIIeHHe, cucTeMaTu3anus 1 00paboTka MHGOPMALKH 110

BOIIpOcaM MH(OpMaIMOHHOM 0€30MaCHOCTH;
18. mpoBeneHue ciykeOHBIX IPOBEPOK M paccieNoBaHui Mo pakTaM
HapyleHus TpeboBaHUM MHGOPMAaLMOHHON OE€30IaCHOCTH.

9.4 [lna pewienys 3afay, BO3JIOKEHHBIX Ha HUX 3a/a4 MMOpa3eeHus
obecnieyeHus: ”HPOPMALIMOHHO 6€30MaCHOCTH UMEIOT IIPABO:
1. nomydyaTs HHQOPMALIKIO OT MOJIB30BaTENeH HHPOPMAIIMOHHON CUCTEMBI
O611ecTBa 1o MrOOBIM acrekTaM HH()OPMAaLMOHHOM 6€30IaCHOCTH;
2. mpexpamark 06paboTKy MHGOPMAIIUH NP HAUYUHK HEIOCPEICTBEHHOM

yrpo3bl 1Jis Hee;
3. y4acTBOBaTh B MNpopabOTKe TEXHUYECKUX PpEIIEHHH I10 Ge30I1aCHOCTH

HMHGOPMAaLUH IIPH MPOEKTUPOBAHUN HH()OPMALIMOHHBIX TEXHOJIOTHIA;

4. yyacTBOBaTb B HCHBITAHUAX pa3pabOTaHHBIX HH(POPMALIMOHHBIX
TEXHOJIOTWH 10 BOIPOCAaM OLEHKH KayecTBa pealn3allii TpeOOBaHuii 110
obecrnieueHHI0 0€30MaCHOCTH HH(POPMAIUY;

5. KOHTPOJIMpPOBaTh JAEATENIBHOCTh IIOJIB30BaTeliell  MH(GOPMALMOHHOM
cuctembl OOmiecTBa Mo BompocaM obecriedeHds HH()OPMALMOHHOM

0e30macHOCTH;

6. MHULIMHUPOBaTb IIpUBJECYEHHE K OTBETCTBEHHOCTH pabOTHUKOB,
0Ty CKAIOIIUX HapyIlIeHHUs TpeboBaHMi UH(OpMaLIMOHHOH
0e30MmacHOCTH.
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I'maBa 10. OTBeTCTBEeHHOCTD 32 HApYLIeHHs TPeOGOBaAH Ui
HHGopMaIMOHHOH 0€30MACHOCTH.

PaboTHuku OOLIecTBa HECYT NMEPCOHAIBHYIO OTBETCTBEHHOCTH 3a HApyLIEHMS
YCTAQHOBJIEHHOTO IIOpsjaKa oOpaboTKHM HH(MOpMalMK, TMpaBUl XpaHEHHs,
UCITIOJIb30BaHUsl U INEpelay, HaXOASIIUXCS B UX PACTIOPSHKEHHH 3allMIaeMbIX
pecypcoB cuctembl. Kaxapli paboTHUK INpu mpueMe Ha paboTy [JOJDKEH
MOJIUCHIBATE 00A3aTENBCTBO O COOJIOCHUH U OTBETCTBEHHOCTH 3a HAapyLIEHHE
YCTaHOBJIEHHBIX TPEOOBaHHM IO COXPaHEHHIO CIIy)XeOHOW U KOMMEPUYECKOH
TaWHbl, a TaKkKe NpaBun paboTel ¢ uHpopMmarwmeir B O6iecTBe. Mepa
OTBETCTBEHHOCTH paboTHMKOB OOInecTBa 3a HEHCTBHS, COBEPLICHHHIE B
HapyllleHHEe YCTaHOBJIEHHBIX TpaBUl M TpeOoBaHHH HH(DOPMALMOHHON
6e30macHOCTH, ONpe/ieNIeTCss HAHECEHHbIM yLIepOOM, HAJIMYMEM 3JI0T0 YMBICIA H
APYTUMH GaKTOpaMH [0 yCMOTPEHHIO pyKoBoacTBa ObIiecTBa.

I'naBa 11. OpraHu3annoHHO-NIPABOBOM peKUM obecnedeHus!
HH(pOPMALIMOHHOI 6€30MaCHOCTH.

Buenpenve B O0LIecTBe OpraHH3allMOHHO-IPABOBOTO PEXUMA 0OeCIIeYeHH s
MHQOPMALMOHHOH  6e30IIaCHOCTH  NpeNycMaTpMBaeT  pas3paboTKy H
YTBEPXKAEHUE HEOOXOIUMBIX HOPMAaTHUBHBIX TOKYMEHTOB:

1. ompeneneHHBIX 3aKOHOATeNbCTBOM PecnyOnuku KazaxcTaH kacaTenpHO

MH(OPMALIMOHHON 6€30MacCHOCTH U 00s3aTeNbHBIX AJIS UCTIOTHEHHUS,

2. KacaTelbHO CBEJIEHUH, COCTABIISIOIIMX KOMMEpPYECKyIo Taiiny O6uecTBa
(monoxkeHrWe 0  KOMMEpPYeCKOW  TaillHe, IlepeYeHb CBEIEHUI,
COCTaBJIAIOIIMX KOMMEPYECKYIO U ciIy)keOHyto Taitny O61ecTsa);

3. TmpHKasel ¥ pacnopskeHHs pykoBoncTBa OOIIeCTBa KacaTelbHO PEXUMa
6e30MmacHOCTH.

I'naBa 12. 3akao4ure/ibHbIE MOJOKEHHS.

1. Bompocsl, He yperynupoBaHHbIe HacTosilel [ToIUTHKOMN, PeryaupyroTcs B
COOTBETCTBHHU C 3aKOHOAaTenbcTBOM Pecryonnku Kaszaxcran.

2. B ciy4ae BO3HMKHOBEHHs TNpoTHBOpeunit I[lonuTuku TpeGOBaHUSIM
3akoHoaarenscTBa Pecnybnnku Kasaxcran, [Tonutuka nomiexut npuMeHEHHIO
B YacTH He MPOTHUBOpEYAIEH 3aKOHOJATENbHBIM M HOPMATHBHBLIM IIPAaBOBBIM
aktaM Pecny6nuku Kazaxcran.
3. Tpebopanus ITonuTuky pacnpocTpaHsOTCs Ha BeeX paboTHHKoB O6ILecTBa.
Bemmonnenne  Tpe6oBanmit  ITonutuku  paGoTHMKamMu — moapasieeHHit
obecreynBaeTcss  PYKOBONUTENSIMH  TMOAPA3leNieHUH W KypUPYIOUIUMH
PYKOBOJUTEISIMH.
4. Hacrosmas IlonuTrka BCTymaeTr B CHITy ¢ AaThl yTBepxkaeHus Ipapienuem
OOwecTBa.

5. VI3MeHeHWs ¥ IONMOJNHEHHs B HACTOSMIYI0 [IONUTHKY BHOCATCS MO PELICHUIO
IIpaBnenus O6miecTBa.
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CcplIkH Ha HOPMAaTHBHO NpPaBoBble aKThI U cTaHAapThl PK.

1. 3akoH Pecnyb6nuku Kazaxcran «O noctyne k uHbpopMauumu» ot 16 HosOps
2015 roma Ne401-V 3PK.

2. Ilocranosnenue IlpaBurensctBo Pecyonuku Kazaxcran ot 20 nexabps
2016 roga Ne832 «O6 yTBepk1eHUHU eqUHBIX TpeboBaHMH B 00aacTu
MHGOPMaIMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHH 1 00ecriedeH s
MHGOPMAIIMOHHOHN 6€30MacHOCTHY.
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